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Dear Ms Michou
E U D A T A P R O T E C T I O N REFORMS
The role of the Financial Markets Law Committee (the "FMLC" or the "Committee") is
to identify issues of legal uncertainty, or misunderstanding, present and future, i n the
framework of the wholesale financial markets which might give rise to material risks,
and to consider how such issues should be addressed.
The F M L C has taken an active interest in the European Commission's proposed
Regulation (the "proposed Regulation") and Directive (the "proposed Directive") on
the protection of individuals with regard to the processing of personal data and on the
free movement of such data (together the "Proposals"), with its work culminating in the
publication of two letters and a paper (all of which are attached hereto) which address
issues of uncertainty arising i n the context of the Proposals. Below, please find a list of
these publications with a short summary of each for your consideration.
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1. F M L C Letter to the European Commission
On 8 July 2014 the F M L C sent a letter to Francoise Le Bail. This letter identifies issues
of legal uncertainty arising i n the context of
(i)
data sharing agreements;
(ii)
the right to be forgotten; and
(iii)
the interaction with investigative powers i n non-EU jurisdictions.
2. F M L C Paper on E U Data Protection Reform
On 4 November 2014, the F M L C published a paper. A broad concern highlighted by
the F M L C is the incompatibility o f the Proposals in some contexts with market
participants' duties to domestic and foreign regulators to monitor and disclose certain
personal information that may bear on financial conduct. Unless remedied this is likely
to lead to counterintuitive outcomes and to place market participants i n great difficulty
in complying with the regulatory requirements to which they are subject.
3. F M L C Letter to the United Kingdom Ministry o f Justice
On 21 November 2014, the F M L C responded to a request by H M Government ( U K )
with a letter setting out specific drafting amendments to the Proposals. This letter was
also forwarded to the U K Permanent Representation in Brussels. The suggested
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amendments are designed either to address or ameliorate a number of the issues of legal
uncertainty identified by the F M L C i n its earlier publications.
I and Members of the Committee would be delighted to meet you to discuss the issues
raised in this letter and the attached documentation. Please do not hesitate to contact
me to arrange such a meeting or should you require further information or assistance.
Yours sincerely

Joanna Perkins
F M L C Chief Executive

08 July 2014
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Dear Ms Le Bail,
EU Data Protection Reforms
The role of the Financial Markets Law Committee (the "FMLC" or the
"Committee") is to identify issues of legal uncertainty in the framework of the
wholesale financial markets which might give rise to material risks and to consider
how such issues should be addressed.
The purpose of this letter is to highlight issues of legal uncertainty which arise
under the European Commission's proposed Regulation and Directive on the
protection of individuals with regard to the processing of personal data and on the
free movement of such data (the "Proposals"). In addition to highlighting the
issues set out in this letter, the FMLC intends to address further issues of legal
uncertainty arising under the Proposals in due course.
1

The Proposals amend the existing regulatory approach introduced by Directive
95/46/EC, which was created to protect the fundamental right to data protection and
to guarantee the free flow of personal data between Member States. The cunent
framework has not prevented fragmentation in the way the Directive's provisions
have been implemented across the EU and rapid technological developments have
given rise to new challenges in the protection of personal data. The Proposals are
therefore intended to address these issues by building a comprehensive and more
coherent framework. The FMLC welcomes this but notes that the Proposals as
currendy drafted are likely to cause difficuldy for data controllers, in particular owing
to potential conflict with obligations owed to competent authorities in the exercise of
their regulatory and investigative functions.
Data Sharing Agreements
Recital 79 ofthe proposed Regulation states:
This Regulation is without prejudice to international agreements
concluded between the Union and third countries regulating the
transfer of personal data including appropriate safeguards for the data
subjects.
This recital gives rise to two issues of legal uncertainty: (1) the relationship between
the preamble and Chapter V of the proposed Regulation; and (2) the scope of the
preamble, in particular with regard to international agreements between nonsovereign official sector entities.
It is unclear whether the recital is intended to create an independent safe-harbour—
in the case of personal data transferred pursuant to international agreements—from
the provisions of the proposed Regulation which restrict the transfer of personal
data. In particular, Chapter V of the proposed Regulation subjects the transfer of
personal data to a number of conditions where the data are undergoing processing
or are intended for processing after transfer to a third country or to an international
organisation. These conditions include subjecting such transfers to the requirement
that the transferee ensure an adequate level of protection of the data or to
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appropriate legally binding safeguards. To the extent that an international agreement
falls within the scope of Recital 79 and contemplates the transfer of personal data in
circumstances inconsistent with the provisions of Chapter V, it is therefore unclear
whether such conditions apply. To the extent that the intention is to create a safeharbour with regard to the transfer of personal data pursuant to international
agreements, it would be beneficial for drafting to that effect to be included in the text
ofthe Regulation (as opposed to in the text of the recitals).
Furthermore, it is unclear whether the application of the recital is restricted to
agreements entered into between sovereign states, or whether it instead applies more
broadly, for example to international agreements entered into between national
regulators. One such agreement is the IOSCO Multilateral Memorandum Of
Understanding Concerning Consultation And Cooperation And The Exchange Of
Information (the "MMOU"), which sets out the intention of certain national
regulators in both EU and non-EU jurisdictions with regard to mutual assistance and
the exchange of information. I t would be helpful i f the recital were amended to
clarify that it applies, in the interests of international comity, to international
agreements entered into between governmental entities and agencies (such as
members of IOSCO) other than sovereign states.
Right to be Forgotten
Article 17(1) of the proposed Regulation sets out the right of a data subject "to obtain
from the controller the erasure of personal data relating to them and the abstention
from further dissemination of such data [...]". The right is available when, inter alia,
"the data are no longer necessary in relation to the purposes for which they were
collected" or "the data subject withdraws consent on which the processing is based...
or when the storage period consented to has expired". A very limited set of
restrictions on the availability of the right are listed in Article 17(3), including
compliance with Member State law (at Article 17(3)(d)), where "such laws shall meet
an objective of public interest".
Article 21 ofthe proposed Regulation, however, further stipulates that the rights of a
data subject set out in Articles 5, 11 to 20 and 32 may be restricted by Union or
Member State law, when such a restriction constitutes a necessary and proportionate
measure in a democratic society to safeguard: (a) public security; (b) the prevention,
investigation, detection and prosecution of criminal offences; (c) other public interests
of the Union or of a Member State [...]; (d) [...]; and (e) a monitoring, inspection or
regulatory function connected, even occasionally, with the exercise of official
authority in cases referred to in (a), (b), (c) and (d) [...].
The plain meaning of these two articles is unclear. I n particular, regarding the
requirement of "public interest" in Article 17(3)(d), it is unclear whether the
requirement has the effect that the data controller is required to comply with the
Regulation by breaching Member State laws which do not meet the objective. This
lack of clarity is exacerbated by the unresolved overlap between Article 17(3) and
Article 21, both of which purport to provide for Member State laws that may qualify
the rights of the data subject, but in different terms. The net effect, however—subject
to what is said below about Articles 17(l)(c) and 19(1)—appears to be that, absent the
adoption of a specific legislative measure under E U or Member State law, a data
controller will not be entitled to resist a demand for erasure of personal data even
where the retention of that data is a necessary and proportionate measure to
safeguard public security and/or the the prevention, investigation, detection and
prosecution of crirninal offences, let alone data the retention of which would assist
competent authorities in the performance of their regulatory functions. That is, it
would appear that even personal data relating direcdy to the commission of financial
crime by the data subject must be erased by the data controller.
That this would be an unusual legislative outcome is clearly reflected in Recital 16,

which explains that the Regulation should not apply to data processing for the
purposes of prevention, investigation etc. of criminal offences and refers to the
Commission's proposed Directive, which addresses the processing of data for these
purposes. This approach creates considerable uncertainty regarding the correct
approach to the storage or erasure of personal data in the interregnum between the
enactment of the Regulation and the implementation of the Directive. It also
places a great deal of emphasis on the requirements for "lawful processing" set out
in the proposal for a Directive (Article 7), which fall short of permitting the data
controller to retain data in the circumstances contemplated by Article 21 of the
Regulation and, in particular, those contemplated by Article 21(e).
A right to be forgotten which accrues as a consequence of the data subject's right to
object (Articles 17(l)(c) and 19(1)) is presumably qualified by the proviso in Article
19(1): "unless the controller demonstrates compelling legitimate grounds... which
override the interests or fundamental rights and freedoms of the data subject".
This, however, is not explicit in Article 17 and, in any event, the interrelationship
of the proviso with both Articles 17(3) and 21 is unclear, notwithstanding the very
evident overlap.
The FMLC takes the view that it would be preferable for the circumstances
stipulated in Article 21 direcdy to qualify the data subject's right of erasure under
Article 17 and his right to object under Article 19 (i.e. to act as an exhaustive list of
limitations on the rights conferred by Articles 17 and 19, without further
implementation in Member State or E U law). I f it were thought desirable, a longstop
could be introduced (say, ten years) after which the circumstances in question would
no longer act as grounds for qualifying or overriding the right to erasure in respect of
historical data.
Interaction wit h Investigative Powers i n Non-EU Jurisdictions
Financial regulators in non-EU jurisdictions are frequently granted extensive
investigative powers with respect to entities authorised to carry out a regulated
activity in the jurisdiction in question. For example, the US Securities and
Exchange Commission and the Commodity Futures Trading Commission are
granted broad investigative powers under the Securities Exchange Act 1934 and
Code of Federal Regulation, respectively. The Office of the Comptroller of the
Currency and the U.S. Federal Reserve are granted comparable powers.
For entities subject both to the obligations imposed by the Proposals and to the
obligation to cooperate with a competent authority in the exercise of its regulatory
and investigative functions, a conflict may arise where the local regulator seeks
disclosure of data protected as a result of the Proposals. The entity in question
would, in these circumstances, be compelled logically to breach one or other set of
obligations (potentially resulting in the incurring of a very significant sanction in an
E U jurisdiction or a loss of authorisation to carry out the relevant activity in a
foreign jurisdiction). To the extent that it is intended to resolve such conflict by
enabling a data controller to make disclosures to financial regulators under such
circumstances, the FMLC suggests (above) that the rights of the data subject should
be qualified by reference to the restrictions in Article 21,
I and Members of the Committee would be delighted to meet you to discuss the
issues raised in this letter. Please do not hesitate to contact me for that purpose.
Yours sincerely,

Joanna Perkins
FMLC Chief Executive

1

The proposal for a Regulation: COM(2012) 11 final; 2012/0011 (COD) and the proposal for a
Directive: COMC2012) 10 final; 2012/0010 (COD).

OCTOBER 2014

F I N A N C I A L MARKETS L A W COMMITTE E

E U Data Protection Reform

Discussion of legal uncertainties arising in the area ofEU Data Protection Reforms

www.fmlc.org

" F M L C " and "The Financial Markets Law Committee" are terms used to describe a committee appointed by Financial Markets Law Committee,
a limited company. Registered office: 8 Lothbury, London, EC2R 7 H H . Registered i n England and Wales: company number 8733443.

F I N A N C I A L MARKETS L A W C O M M I T T E E

W O R K I N G GROUP

1

Hannah Al-Rifai

A I G Europe Limited

Vivienne Artz

Citibank

Marcus Evans

Norton Rose Fuibright LLP

Kate Higginson

Financial Conduct Authority

Richard Jones

Clifford Chance LLP

Angela Teke

Association for Financial Markets in
Europe

i

Joanna Perkins

FMLC Chief Executive

Sherine El-Sayed

FMLC Project Secretary

Paul Mortby

FMLC Issues Assistant

Note that Members act in a purely personal capacity. The names of the institutions that they ordinarily represent
given for information purposes only.

CONTENTS

1.

EXECUTIVE SUMMARY A N D I N T R O D U C T I O N

2.

INCONSISTENCIES BETWEEN THE D R A F T DIRECTIVE A N D

1

REGULATION

3

3.

COMPETENT A N D PUBLIC AUTHORITIES

4

4.

COMPATABLLITY W I T H REGULATORY RULES A N D
I N T E R N A T I O N A L STANDARDS

6

5.

I N T E R N A L COHERENCE OF THE D R A F T R E G U L A T I O N

7

6.

DATA PROCESSING LN THE ABSENCE OF CONSENT OR
INSTRUCTION

10

7.

PROCESSING A N D THE R I G HT TO BE FORGOTTEN

11

8.

THE "ONE-STOP SHOP" A N D M A I N ESTABLISHMENT

12

9.

DATA PROTECTION OFFICERS

15

10.

CONCLUSION

15

1.

EXECUTIVE S U M M A R Y A N D I N T R O D U C T I O N
Executive Summarv

1.1

The role of the Financial Markets Law Committee (the " F M L C " or the "Committee")
is to identify issues of legal uncertainty or misunderstanding, present and future, in the
framework of the wholesale financial markets which might give rise to material risks
and to consider how such issues should be addressed.

1.2

This paper highlights issues of legal uncertainty which arise from the European
Commission's Draft Regulation (the "Draft Regulation") and Directive (the "Draft
Directive") on die protection of individuals with regard to the processing of personal
data and on the free movement of such data (together die "Proposals").

2

The issues

identified in this paper fall broadly into three categories: (i) definitional uncertainties;
(ii) uncertainties arising from incompatibility with existing laws and regulation; and (iii)
operational uncertainty likely to be caused when the Proposals take effect.
1.3

The F M L C previously commented on die Proposals in a letter to the EU Commission
dated 8 July 2014.

3

In that letter, the F M L C drew attention to issues of legal

uncertainty arising in the context of (i) data sharing agreements; (ii) the right to be
forgotten; and (iii) the interaction widi investigative powers in non-EU jurisdictions.
Some of these issues are also addressed in this paper.
Introduction
1.4

The Proposals amend the existing regulatory approach introduced by Directive
95/46/EC, which was created to protect the fundamental right to data protection and
to guarantee the free flow of personal data between Member States.

The current

framework has not prevented fragmentation in the way the directive's provisions have
been implemented across the E U and rapid technological developments have given rise
to new challenges in the protection of personal data.

The Proposals are therefore

intended to address these issues by building a comprehensive and more coherent
framework.

The FMLC welcomes this but notes that, as currendy drafted, the

Proposals are likely to cause difficuldy for data controllers and data processors which
may have negative implications for the wholesale financial markets and also that they
may restrict data-sharing between market participants and financial regulators, or

The proposal for a Regulation: COM(2012) 11 final; 2012/0011 (COD) and the proposal for a Directive:
COM(2012) 10 final; 2012/0010 (COD).
F M L C letter to European Commission on " E U Data Protection Reforms" dated 8 July 2014:
http://www.fmtc.Org/uploads/2/6/5/8/26584807/eu data protection reforms letter to francoise le bail.pdf.

between financial regulators in different jurisdictions, which may have a negative
impact on efforts to control financial crime.
1.5

Specifically, this paper addresses uncertainties arising from:
a. the interaction of the Draft Regulation and the Draft Directive;
b. incoherence in the internal structure of the Draft Regulation;
c. issues relating to the competence of authorities;
d. the Draft Regulation's approach to "main establishment"; and
e. the role, and responsibilities associated therewith, of "Data

Protection

Officers".
The paragraphs below examine these uncertainties in greater detail.

2

2.

INCONSISTENCIES BETWEEN THE D R A F T DIRECTIVE A N D
REGULATION

2.1

The Proposals create two data processing regimes: (i) "general" processing, which is
governed by the Draft Regulation; and (ii) processing for "the purposes of the
prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties", which is governed by the Draft Directive.

4

In

accordance with Article 4 of the Draft Regulation and Article 3 of the Draft Directive,
processing means any operation or set of operations performed on personal data
including, inter alia, collection, recording, organisation, erasure or destr uction.
2.2

In practice, it is not always possible to segregate general processing and criminal
processmg clearly and in this regard the Proposals give rise to uncertainty which may
result in unworkable obligations for authorities that must process the same data for
both criminal and administrative puiposes.

2.3

The circumstances under which the processing of personal data falling within the
scope of the Draft Directive is legitimate are set out in Aiticle 7, which provides that
processing is only lawful:
7b the extent that processing is necessary:
a) for the performance of a task carried out by a competent authority, based
on lawfor the purposes set out in Article 1(1); or
b) for compliance with a legal obligation to which the controller is subject; or
c)

in order to protect the vital interests of the data subject or of another
person; or

d) for the prevention of an immediate and serious threat to public security.
2.4

According to these provisions, which are exhaustive, further or subsequent processing
of data initially processed for the purposes of criminal investigation is not permissible.
Recital 20, however, is framed in generally permissive terms as regards subsequent
processing.

It states: "personal data should not be processed for purposes

incompatible with the purpose for which it was collected' (emphasis added). A similar
approach is adopted in Article 4 of the Draft Directive (see, in particular, Article 4(b)).
The interaction of Article 7 with these more permissive provisions is structurally
4

Article 1 of the Draft Directive.

3

unclear.

Given the restrictive tenor of Article 7, there is, therefore, considerable

uncertainty as to die legality of any subsequent processing of personal data for matters
unrelated to criminal offences where the data has initially been processed for the
purposes relating to criminal investigation.
2.5

Logically, the processing of data for non-criminal purposes should fall witliin the
ambit of the Regulation. There is, however, no provision made in the Proposals for
die allocation of questions arising where data are collected for administrative purposes
and are then subject to processing for both criminal investigatory and administrative
purposes. One of the ways in which this lacuna could be addressed is by clarifying,
under Aiticle 7 of the Draft Directive, tiiat processing which is not incompatible either
with the purpose for which the data were collected or with processmg in the context of
criminal offences is lawful and is subject to the provisions of the Draft Regulation
rather than the Draft Directive.

2.6

The application of the Proposals to data which may be the subject of both criminal
investigatory and administrative (or other) processing is further obfuscated by the
operation of Article 9(2)(j) of the Draft Regulation, which examines the processing of
data with regard to criminal convictions, and Article 21(l)(b) of the Draft Regulation,
which enables Member States to impose restrictions on the scope of certain key
obligations and rights in order to safeguard the prevention, investigation, detection
and prosecution of criminal offences. I n conjunction with the provisions of the Draft
Directive discussed above, these provisions create the possibility that data used for
"criminal processing purposes" may be treated differently by different categories of
user or indeed by the same category of user depending on whether processing takes
place under the governance of the Draft Regulation or Directive.

The FMLC

recommends that further attention is given to the need for cohesion in the legal
framework for data processing in cases where the same data are likely to be processed
for both criminal and administrative purposes.

3.

COMPETENT A N D PUBLIC AUTHORITIES

3.1

The scope of the Draft Directive is limited to processing by "competent authorities", a
term defined in Article 3 to mean
any public authority competent for the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties.
4

This definition contemplates a broader range of authorities when compared with the
ambit of the Framework Decision 2008/977 JHA, which it repeals. The wide scope
gives rise to a lack of certainty regarding which entities should be considered as
"competent" for the purpose of the Draft Directive. Arguably, any financial authority
responsible for overseeing

compliance with, for example,

the Third Money

Laundering Directive, or competent for the purposes of the Market Abuse Directive,
3

6

will be categorised as "competent" under the Draft Directive owing to the authority's
concern with the detection, investigation and prevention of activity that may also
amount to a financial crime. I t is not, however, clear that this is the intended result or
that such administrative authorities regard themselves as competent in criminal
matters. I t is recommended that the definition of competent authorities in Article 3 is
clarified in this respect.
3.2

Key provisions in the Draft Regulation exacerbate this uncertainty. Recital 16 refers
to "public authorities" (as well as to "competent authorities") and states that data
processed by such authorities under the Draft Regulation when used for the purposes
of prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties should be governed by a specific legal instrument, i.e.
the Draft Directive. The term "public authorities" is not, however, defined in the
Draft Regulation. Notwithstanding this lack of definition, the term appears twice:
once in Article 4(19) where "supervisory authority" is defined as a public authority
established by a Member State in accordance with Article 46; and also in Article 46
itself, which stipulates that a Member State shall provide that one or more public
authorities are responsible for monitoring the application of the Regulation. The term
"competent authority" is also left undefined in die Draft Regulation, although it
appears in Article 2(2)(e), where processing "by competent authorities for the purposes
of prevention... of criminal offences [etc]" is stipulated to be within the scope of die
Draft Directive. The FMLC recommends that Recital 16 and Article 2(2)(e) of the
7

Draft Regulation are amended so that they are consistent with the scope of the Draft
Directive and with one another.

Directive 2005/60/EC of the European Parliament and of the Council of 26 October 2005 on the prevention o f t h e
use of the financial system for the purposes of money laundering and terrorist financing.
Directive 2003/6/EC of the European Parliament and o f the Council of 28 January 2003 on insider dealing and
market manipulation (market abuse).
The F M L C understands that new texts produced by both the Parliament and Council refer to "competent public
authorities" but, as this term is also undefined, this amendment docs not resolve the uncertainties addressed above.
5

4.

C O M P A T A B I L I T Y W I T H REGULATORY RULES A N D I N T E R N A T I O N A L
STANDARDS

4.1

The Draft Regulation outlines a list of derogations for which the processing of
personal data may be deemed lawful (Article 6). In the absence of an applicable
derogation, data processing will be unlawful if it contravenes any of the restrictions or
obligations set out in the Draft Regulation or if it violates any of the rights which the
Draft Regulation vests in the data subject, including the right to be forgotten (Article
17).

4.2

Article 6 includes a provision that data may be lawfully processed in order to comply
with a "legal" obligation to which the controller may be subject under Article 6(l)(c).
A similar approach is reflected in Article 17(3)(d) (concerning data retention) and
Article 33(5) (concerning data protection impact assessments). The Draft Regulation
does not, however, provide independently for the need to retain and process data for
compliance with obligations which are purely regulatory. It is true that Article 6(1 )(e)
8

and Recital 36 are slightiy more permissive in that they contemplate processing
"which is necessary for the performance of a task carried out in the public interest or in
the exercise of official authority..." but it is not clear that retaining data to comply
with regulatory requirements is "necessary for the performance of a task", other than
the task of retention itself, or, on a narrow test, strictly "necessary... in the public
interest".
4.3

This lacuna is particularly unfortunate in the context of the provision of financial
services, where market participants are expected to comply with a particularly large
and complex body of regulatory rules in carrying out their business activities. Two
points are wortiry of additional note:
L in some E U jurisdictions, regulation may be classified as "law" but this is not
true across all Member States; and
2. regulation encompasses a wide variety of normative techniques which may
include any of the following: delegated legislation; non-legislative rule-

it is, for example, unclear whether the processing and/or retention of infonnation proposed to be required for the
compiling of "insider lists" under Article 18(3) and (4) of Regulation (EU) N o 596/2014 of 16 April 2014 on market
abuse (the "Market Abuse Regulation") would fall within the Article 6 derogation under the Draft Regulation.
Under current proposals, the information required to be included on an insider list includes, inter alia, the full name,
home address, national identification number, telephone number(s) and email address(es) o f the relevant person:
paragraph 29.3 o f the Draft Technical Standards on the Market Abuse Regulation published by the European
Securities and Markets Authority on 15 July 2014.
6

making; orders; market guidance; individual guidance; and supervisory
directions.
The FMLC would welcome further clarification that data processing in accordance
with regulatory requirements and standards in any of the forms listed above will be
compatible with the provisions of the Draft Regulation.

In some cases, where

domestic regulation implements, or specifies compliance with, international regulatory
standards (for example those set by the International Organisation of Securities
Commissions or the Financial Action Task Force) it would also be helpful to clarify
that data processing in accordance witii those standards is legitimate and compatible
with the Draft Regulation.
4.4

For the avoidance of doubt and further uncertainty, the F M L C suggests that the Draft
Regulation should be amended so that Article 6(1 )(c) refers explicitiy to "regulatory
requirements". Alternatively, a definition should be inserted in Article 4 to clarify that
"legal obligation" includes rules, guidelines, directions and orders made or given by
competent regulatory authorities in Member States.

4.5

The FMLC does not comment on issues of policy. If, however, the Draft Regulation
is intended to have the effect of prohibiting firms from complying with their regulatory
requirements, whether within or outside of the EU, the FMLC considers that this
would be a highly unusual legislative outcome.

5.

I N T E R N A L COHERENCE OF THE DRAFT R E G U L A T I O N
Definitional Issues

5.1

The Draft Regulation governs the processing of personal data which is wholly or
partially intended to form a part of a filing system (Article 2(1)). For the purposes of
Article 2, processing is any interaction with personal data, regardless of whether this is
manual or by an automated process (Article 4(3)). It should also be noted that a
processor is any entity which holds information for a controller (Article 4(6)). It is
clear, therefore, that this sets a wide scope for the regulation of processing personal
data. For example, the mere conversion of personal data from paper to an electronic
format may constitute unlawful processing of personal data if it does not comply with
the requirements of Aiticle 6(1) ofthe Draft Regulation.

5.2

The FMLC would welcome guidance on the practical application of die wide
definitions given to "processing" (Article 2) and "personal data" (Article 4).
7

5.3

The F M L C notes that Articles 5 and 6 incorporate a number of concepts or terms
which are inherendy vague.

These include tests of fairness and transparency in

Article 5(a) and a reference to the "vital interests" ofthe data subject in Article 6(l)(e).
To the extent that the Draft Regulation relies on such concepts, which have a wide
penumbra of conceptual uncertainty, it may be difficult for parties subject to its
provisions (chiefly, the data subject and the data processor) to be clear about what
they require.
Geographical Issues
5.4

The territorial scope of the Draft Regulation is laid down by Article 3:
This Regulation applies to the processing of personal data in the context ofthe
activities ofan establishment of a controller or a processor ofthe Union.
This Regulation applies to the processing of personal data of data subjects
residing in the Union by a controller not established in the Union, where the
processing activities are related to:
a) the offering of goods or services in the Union; or
b) the monitoring of their behaviour.
This Regulation applies to the processing ofpersonal data by a controller not
established in the Union, but in a place where the national law of a Member
State applies by virtue of public international law.

5.5

According to this article, the territorial scope of the Draft Regulation is limited to
processing by entities established in the Union and entities established in third
countries who offer goods or services to data subjects within the Union, or who
monitor the behaviour of data subjects in the Union. The FMLC observes that, in the
9

case of third country entities caught by die provisions of the Draft Regulation, the
entities in question are likely to be subject to overlapping regulation, i.e. under their
own home legal or regulatory system and under the Proposals. Evidendy, this may
lead to legal and/or regulatory conflicts. As a general principle, such regulatory
conflict, exacerbated by the application of different standards and rules, causes
significant legal uncertainties. Further details of the uncertainty which may be caused
The
FMLC
notes
that
the
most
recent
Parliamentary
text,
dated
12
March
2014:
http://www.europarl. europa. eu/sides/aetDoc. do?tvpe=TA&reference=P7-TA-20140212&language=EN&ring=A7-2013-0402 of fhe Draft Regulation has emphasised and extended the extra-territorial
effect of Article 3(1). Similarly the text removes the word "residing" from Article 3(2) requiring that a data subject is
merely located " i n the Union".
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by regulatory conflict in third countries are set out in the FMLC letter dated 8 July
(mentioned above). The F M L C would make two further and related points:
1. uncertainty as to the scope of the safe-harbours set out in Aiticle 2(2), in
10

particular, uncertainty (discussed above) as to die definition of a "competent
authority" in Article 2(2)(e) and any lack of clarity as to whether an activity is
"exclusively" personal or not, are likely to exacerbate the difficulties caused by
regulatory conflict; and
2. recent jurisprudence illustrates the risks associated with the storage of data in
different geographical locations and legal jurisdictions." Although it is not for
die F M L C to comment on issues of policy, the Committee understands that
financial market participants are concerned about the potential of the Draft
Regulation to fragment the retention and storage of data along geographical
and territorial lines to avoid die transfer of data into—or, indeed, out of—the
Union and the likely increase in associated risks.
5.6

It was noted above that Article 6(l)(c) provides that processing may be legal where it
"is necessary for compliance with a legal obligation to which the controller is subject".
Paragraph 3 of that article stipulates that the legal obligation referred to must be one
of Union law, or "the law of the Member State to which the controller is subject."
This introduces a further issue of uncertainty in addition to those discussed above.
First, there is uncertainty as to the boundaries of Union law. This gives rise to the
question, for example, whether international conventions entered into by the EU, on
behalf of its Member States, can impose a legal obligation. Second, there is the

10

Article 2(2) provides that the Draft Regulation will
not apply to the processing of personal data:
(a)

in the course of an activity which falls outside the scope of Union taw, in particular concerning
national security;

(b)

by the Union institutions, bodies, offices and agencies;

(c)

by the Members States when carrying out activities which fall within the scope of Chapter 2 ofthe
Treaty on European Union;

(d)

by a natural person without any gainfid interest in the course of its owi\ exclusively personal or
household activity;

(e)

by competent authorities for the purposes of prevention, investigation, detection or prosecution of
criminal offences or the execution ofcriminal penalties.

United States District Court Southern District of New York, In the Matter of a warrant to search a certain e-mail account
controlled and maintained by Microsoft cotporation. 13 Mag. 2814.
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practical question of the position of entities established in third countries that are
required to process data to comply with obligations imposed by their "home" legal
system and the confusion likely to be caused in these circumstances, where data
processing is unlawful under the Regulation but obligatory in their home jurisdiction.

6.

D A T A PROCESSING LN THE ABSENCE OF CONSENT OR INSTRUCTION

6.1

The provisions of the Draft Regulation dealing widi data subjects' rights to withdraw
consent may cause further uncertainty. Article 6(1 )(b) provides that processing is
permitted where it is necessary for the purposes of the performance of a contract to
which the data subject is a party. I n practice, a contract which is to be performed by
the data controller will stipulate that the data subject consents to data processing for
the term of the contract. Contractual performance under Article 6(b) is, however, a
separate ground of lawfulness from consent under Article 6(a). Uncertainty arises as a
result of Article 7(3) which provides that the data subject shall have the right to
withdraw his or her consent at any time: it is unclear whether contracts which prohibit
the withdrawal of the data subject's consent during the term of die contract are
compatible with Article 7(3). It is also unclear whether data processing remains
lawful under either Article 6(a) or Article 6(b) when undertaken in performance of
such a contract, i f the data subject has breached die terms of the contract by
purporting to withdraw his or her consent.

The F M L C would be grateful for

clarification that data processing under a contract with the data subject, where the
data subject has given contractual consent to the processing during the life of the
contract will not be characterised as unlawful merely because (i) the contract does not
permit die data subject to withdraw his/her consent during the term of the contract;
or (ii) the data subject purports to withdraw his/her consent in breach of contract.
6.2

It is not merely the withdrawal of consent which may create a situation in which data
processing occurs outside the bounds of permission. Article 26(4) covers the situation
where a processor exceeds the instructions it has been given by a data controller to
process personal data.

The article provides that, in tiiese circumstances, the data

processor is to be considered a data controller as regards any actions in excess of its
instructions. I t also makes the processor subject to the rules on joint controllers under
Article 24. Article 24, however, does not provide for the development of a joint
controller relationship by operation of the law in this way. Rather, it applies to
situations where "a controller determines the purposes, conditions and means of
10

processing jointly with others" (emphasis added). This implies that the relationship is
created expressly and cooperatively. It is very difficult to see how Article 24, which
requires joint controllers to agree their respective responsibilities and an arrangement
for the protection of the rights of the data subject, can apply in a situation which is,
almost by definition, non-cooperative and contentious.

The interaction between

Articles 24 and 26 requires clarification.

7.

PROCESSING A N D THE R I G H T TO BE FORGOTTEN

7.1.

Profiling is prohibited under the Draft Regulation and is defined under Article 20(1) as
a measure which produces legal effects and
is based solely on automated processing intended to evaluate certain personal
aspects relating to this natural person or to analyse or predict in particular the
natural person's performance at work, economic situation, location, health,
personal preferences, reliability or behaviour.
Three exceptions to the prohibition of profiling are allowed under Article 20(2): (i)
profiling carried out "in the course of the entering into, or performance of, a contract";
(ii) profiling "expressly authorized by a Union or Member State law"; and (iii)
profiling "based on the data subject's consent".

7.2

Some businesses including typically insurance businesses, however, habitually utilise
automated software applications and algorithms to characterise the market in which
they operate and to determine an appropriate pricing strategy. I t is not entirely clear
whether this function would fall within the exemptions outlined in A i ticle 20(2)(a) or
(c).

7.3

Profiling activities may involve third, i.e. non-contracting, parties (one example from
the retail insurance industry is the collection of data relating to other named drivers on
a car insurance policy). This would fall within the scope of Article 20(1) and impinge
upon the data subject's right not to be subject to certain types of profiling. By virtue of
Article 20(2)(c), profiling is permitted i f the data subject has given consent and the
conditions for consent are oudined in Article 7 and referred to in Recital 33 of the
Draft Regulation. These provisions raise the thresholds for consent by the criteria
stipulated: Recital 33 requires a "genuine and free choice" to be made by the data
subject and Article 7 provides that s/he must be able to withdraw consent at any time
li

without detriment. Uncertainty as to the operation of these provisions on consent
where the data subject is also party to a contract with the data controller or processor
is discussed above. However, the consent of data subjects who are not party to the
contract and who are not bound to consent under its terms is likely to prove critical.

8.

THE " ONE-STOP SHOP" A N D M A I N ESTABLISHMENT

8.1

By virtue of Article 51(2), the supervisory authority of the "main establishment" of a
data controller or data processor shall be competent for the supervision... of the
controller or the processor in all Member States". This notion of a "home" supervisor
for entities which operate in a cross-border environment is die first pillar of what has
become known as "the One-Stop Shop ("OSS") mechanism" for the supervision of
entities subject to the Draft Regulation. It represents an intention to introduce a
consistent and coordinated supervisory approach to data processing by organisations
tiiat carry on business in multiple E U Member States. The intended outcome appears
to be that a single Member State's Supervisory Autiiority will be competent to
supervise the controller or processor's activities with the assistance and oversight of
supervisory authorities in other relevant states.

There is considerable uncertainty,

however, as to whether the provisions of the Draft Regulation will be effective to
achieve that objective.
8.2

The interaction of Article 51(2) with the definition of a data controller, which includes
any ''legal person...which...

determines the purposes, conditions and means of the

processing of personal data" (emphasis added), in the case of groups of undertakings
operating in a cross-border environment is unclear because, according to the
definition, individual undertakings within a group are each capable, qua legal person,
of being identified as a data controller whereas the concept of a "main establishment",
which appears in Article 50(2)(f) of the Treaty of the Functioning of the European
Union ("TFEU"),

12

can refer equally to the parent of subsidiaries or the company

headquarters of satellite branches.

In the TFEU the concept of a "main

establishment" is ancillary to the fundamental treaty principle of freedom of
establishment and it is unnecessary, therefore, to distinguish between an undertaking's
intention to establish itself in Member States by means of subsidiaries or by means of
branches. I n contrast, the supervisory schema contemplated by the Draft Regulation,
requires the identification of a "main establishment" for each "legal person" who is a

12

consolidated version C 326/50 of 2012.
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data controller and, by that means, a lead supervisor. I t is important in this context, to
ascertain whether, where an undertaking is established by means of subsidiaries all of
whom are engaged to some degree in determining, say, the means of processing data,
the concepts of "main establishment" and "data controller" are to be identified as one
legal person for the group as a whole or additionally for each legal person in die group
who is engaged in determining various aspects of data processing, particularly in the
case of those subsidiaries who themselves operate through branches.
8.3

A second pillar of the proposed OSS mechanism is the provision for "binding
corporate rules", which is one of the means by which data may legitimately be
transferred within a corporate group to a third country (see Articles 42 and 43) in cases
where the E U Commission has not reached an adequacy decision in respect of that
third country under Aiticle 41. Binding corporate rules designed to provide the data
subject with adequate protection in the event of a data transfer are to be approved for a
group of undertakings by the competent supervisory authority identified under Article
51. A "group of undertakings" is defined in Article 4 as "a controlling undertaking
and its controlled undertakings" (where "controlling" and "controlled" are unrelated
to the concept of a data "controller").

I t is not clear how this idea of a highly

centralised group is intended to interact with the first pillar of the OSS mechanism, i.e.
supervisory competence based on the "main establishment" of a data controller), given
some uncertainty, noted above, as to whether a group may comprise a single or
multiple data controller(s).
8.4

The proposed OSS mechanism relies on three additional elements. First, the concept
of a main establishment of data controllers and processors, intended to determine
which is the lead supervisory authority. Secondly, provision for mutual assistance and
increased cooperation between supervisory authorities.

Thirdly, a consistency

mechanism is introduced under Article 57 which is designed to ensure common
interpretation and enforcement of the Draft Regulation across the E U . The FMLC
has identified further issues of legal uncertainty in respect of the first two elements.
Main Establishment
8.5

Under Article 4(13) of the Draft Regulation a controller's main establishment is
determined by the location where key decisions are taken, affecting the "purposes,
conditions and means" by which data are processed.

Should decisions be taken

outside the EU, the controller's main establishment will be where the "main
processing activities take place" within the E U . On the other hand, "[a]s regards the
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processor, 'main establishment' means the place of its central administration in the
Union".
8.6

The FMLC considers that these definitions do not fully take into account the
intricacies of large E U group entities and the legal and regulatory regimes which
already affect the ways in which they may retain, process and control data.

The

approach in Article 51 would not appear to accommodate situations which fall outside
the circumstances of either single legal entities with multiple branches across the E U
or groups of separate entities which have at their centre a data controller which clearly
governs the others as data processors.

I n some cases it may simply be unclear, as

discussed above, whether a group containing several subsidiaries has one or more data
controllers. I n other cases, groups of undertakings may be unwilling or unable to
surrender to a single group company the control of data processing owing to the
imposition of regulatory rules which require group companies to operate at arm's
length in the processmg of market sensitive data and in determining how that data is
processed.

For example, hypothetically-speaking, a group in which the various

regional subsidiaries published benchmarks compiled from personal financial data
would not be in a position to designate one company as data controller for the group
in the event that those benchmarks were individually to become subject to national
regulation.
8.7

The FMLC understands that recent amendments proposed by the EU Parliament and
Council have attempted to address some of the difficulties discussed above by
introducing requirements for controllers to collate and submit information on
countries of establishment and activity and the means of processing to supervisory
authorities for verification and further submission to the European Data Protection
Board which, in turn, will maintain a public register of this information.

13

Such a

requirement would reduce uncertainty as to the identification of the lead supervisory
authority and would be welcomed by the FMLC.
Competency of Supervisory Authorities
8.8

Although Article 51(2) provides a mechanism for identifying the competent authority
for die purposes of supervision, it is not clear from the text whether the competence
thus conferred on the lead supervisor is exclusive or not. The Draft Regulation's

13

Parliament's position paper dated 12 March 2014:
http://www.europarl.europa.eu/sides/eetDoc.do?fvpe=TAfe
2013-0402 and the Council's position paper dated 30 Apri l 2014:
http://repister.consmum.europa.eu/doc/srv?l=EN&f=ST%209327%202014%20INIT.
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provision for mutual assistance and cooperation between supervisors suggests,
perhaps, that competence is non-exclusive. The FMLC understands that this issue has
been raised for co-decision and addressed in recent amendments to the text. It would
welcome further clarification on the question of supervisory competence.

9.

D A T A PROTECTION OFFICERS

9.1

The Draft Regulation outlines specific circumstances under which a data protection
officer should be appointed by the controller and processor and Article 35(2) provides
for the appointment of a single data protection officer in the case of group
undertakings. The controller and processor must ensure that data protection officers
are appointed
on the basis ofprofessional qualities, in particular, expert knowledge of data
protection law and practice and the ability to fulfil tasks referred to in Article
37[...J
Uncertainty arises with regard to the precise nature and scope of legal expertise that a
data protection officer must possess. I t is not clear, for example, whether a data
protection officer is required to have expert knowledge of local data protection laws
and practices in each of the jurisdictions over which he or she is to have oversight.
Operational uncertainty is likely to arise for large organisations or firms operating in
multiple Member States if comprehensive expertise is required, owing to the difficulty
in hiring individuals with sufficient expertise across all the jurisdictions in which the
organisation operates. The FMLC would welcome greater clarity.

10.

CONCLUSION

10.1

The objective of this paper has been to identify and, where appropriate, suggest
potential solutions or improvements to issues of legal uncertainty affecting the
wholesale financial markets arising from the Draft Regulation and Draft Directive.
The F M L C has drawn attention to issues of uncertainty arising from, in particular, (i)
the interplay between the Draft Regulation and Draft Directive; (ii) internal
incoherence in the Draft Regulation; (iii) the provisions on competent authorities; and
(iv) the OSS mechanism and the term "main establishment".

To address these

uncertainties, this paper sets out a number of proposed solutions which include,
15

among other things, that further (i) attention is given to the need for cohesion in the
legal framework of data processing cases; (ii) clarification is given to specific
definitions and concepts set out in the Proposals; and (iii) guidance is provided with
regards to certain provisions in the Proposals.
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Daniel Johns

co

EU and International Data Protection Policy
The Ministry of Justice
102 Petty France
London
SW1H 9AJ
Dear M r Johns
E U Data Protection Reforms
As you know, the role of the Financial Markets Law Committee (the "FMLC" or the
"Committee") is to identify issues of legal uncertainty, or misunderstanding, present and
future, in the framework of the wholesale financial markets which might give rise to
material risks, and to consider how such issues should be addressed.
Tlie F M L C has taken an active interest in the European Commission's proposed
Regulation (the "proposed Regulation") and Directive (die "proposed Directive") on
the protection of individuals with regard to the processing of personal data and on the
free movement of such data (togedier the "Proposals") through the recent publication of
a letter and paper (attached hereto) which address issues of uncertainty arising in the
context of the Proposals.
1

Further to its separate letters to you of 6 August 2014 and 3 November 2014, the F M L C
wishes to draw your attention to ways in which some of the issues of legal uncertainty,
identified in the documents above, may be addressed by way of drafting amendments.
To this end, please find attached an annex which sets out specific issues of legal
uncertainty and possible drafting amendments that the Committee believes may serve to
address or ameliorate some of the issues of uncertainty identified. The FMLC notes,
however, that it has not addressed all of the issues of legal uncertainty identified in its
previous work on the basis that to do so would reach beyond the ambit of the remit of
the F M L C .
I and Members of the Committee would be delighted to meet you to discuss the issues
raised in this letter and the attached documentation. Please do not hesitate to contact
me to arrange such a meeting or should you require further information or assistance.
Yours sincerely

Joanna Perkins
F M L C Chief Executive
Copied to: Edwin Kilby
The proposal for a Regulation: COM(2012) 11 final; 2012/0011 (COD) and the proposal for a Directive
C O M (2012) 10 final; 2012/0010 C O D )

T +44 (0)20 7601 4286
contaa@fTnlc.org

8 Lothbury
London EC2R 7HH
www.frnlc.org

" F M L C " and "The Financial Markets Committee" are terms used to describe a committee appointed by Finandal Markets Law Committee,
a Umited company. Registered office: 8 Lothbury, E C 2 R 7HH. Registered in England and Wales: company number 8733443.
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A N N E X — D R A F T I N G SUGGESTIONS
For further irrformation about the issues identified in this annex, and further issues of legal uncertainty identified by the FMLC, please refer to the F M L C Paper and
Letter.

Italics represent suggested addition.
Strilcedirough represents suggested deletion.
ISSUE OF L E G A L U N C E R T A I N T Y I D E N T I F I E D B Y THE F M L C
SUGGESTED A M E N D M E N T S
Issues raised i n F M L C Paper on the European Data Protection Reform Proposals

L

The interaction of Article 7 w i t h more permissive provisions of the D r a f t Proposed amendments to Article 7 of the Draft Directive:
"(1) For the purposes of this Directive, Member States shall provide that the
Regulation and Directive (for example Recital 20 and Article 4 of the Draft
processing of personal data is lawful only i f and to the extent that
Directive) is structurally unclear (section 2 of the F M L C Paper).
processing is necessary:

00I..J

2.

(d)[...] public security
(2) Further processing not incompatible with these purposes which is permissible
under the Regulation is lawful to the extent that it is carried out according to the
terms of Regulation (EU).... /2012."
Articles 9(2)0) and 21(l)(b) of the Draft Regulation obfuscate the The F M L C suggests the deletion of Article 9(2)(j) and proposes the amendment
application of the Proposals to data which may be the subject of both of Article 9(1) of the draft Regulation to read as follows:
"(1) The processing of personal data, revealing race or ethnic origin,
criminal investigatory and administrative (or other) processing (section 2 of
political
opinions, religion or beliefs, trade-union membership, and the
the F M L C Paper).
processing of genetic data or data concerning health or sex life er
crirriinal convictions or related security measures shall be prohibited."

" F M L C " and "The Financial Markets Law Committee" are terms used to describe a committee appointed by Financial Markets Law Committee,
a limited company. Registered office: 8 Lothbury, London, E C 2 R 7HH. Registered in England and Wales: company number 8733443.

The term "public authorities" is undefined (section 3 of the F M L C Paper).

It is suggested that a new Article 4(20) be inserted to read:
"(20) 'competent authority' has the meaning given to it in Directive XXI YYYY."
Furthermore, Article 3(14) of the Draft Directive should be amended to read:
'"competent authorities' means any public authority competent for the
prevention investigation, detection or prosecution of aiminal offences or the
execution of criminal penalties."

3.

Finally, Recital 16 of the Draft Regulation should be amended as follows:
"The protection [...] However, data processed by public competent authorities
under this Regulation when used for the purposes of prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal
penalties should be governed by the more specific legal instrument at Union
level (Directive X X / Y Y Y . " (sic.)
The Draft Regulation does not provide f o r lawful processing of data i n the
context of purely regulatory, not strictly legal obligations (section 4 of the
F M L C Paper).
4.

Article 6(1 )(c) of the Draft Regulation should be amended to read:
"(c) processing is necessary for compliance with a legal or regulatory obligation or
an obligation arising under a code of conduct which has its basis in regulation to which
die controller is subject;"
OR

5.

Recital 36 should be amended as follows:
"Where processing is carried out i n compliance with a legal obligation to which
the controller is subject or where processing is necessary for the performance of
a task carried out in the public interest... the processing should have a legal
basis in Union law or in the national law of a Member State, or in a regulatory
obligation or an obligation arising under a code of conduct which has its basis in
regulation..."
The issues of uncertainty surrounding Article 2(2) of the Draft Regulation are
Legal uncertainty is caused by territorial issues.
L There is uncertainty as to the scope of the safe-harbours set out in resolved by the amendment suggested in Point 3, above, regarding the addition
of an Article 4(20) of the Draft Regulation.
Article 2(2),
2. recent jurisprudence illustrates the risks associated with the storage
of data i n different geographical locations and legal jurisdictions
(section 5 ofthe F M L C Paper and F M L C Letter).

6.

Data subjects' right to withdraw consent.
It is proposed diat Article 7(2) of the Draft Regulation be replaced by the
Despite data subjects' right to withdraw consent for the processing of data, following:
its processing remains lawful under either Article 6(a) or 6(b) when "If the data subject's consent is to be given in the context of standard terms provided to the
undertaken in performance of a contract. It is unclear whether contracts data subject for which the data controller or processor is responsible, the meaning and
which prohibit the withdrawal of the data subject's consent during the term effect of that consent must first be drawn to the attention of the data subject. Tlte
of the contract are compatible with Article 7(3) (section 6 of the F M L C prominence ofthe notice provided shall be commensurate with the data subject's rights
and with the obligations imposed by the standard terms."
Paper).
Additionally, i t is suggested that Article 7(3) of the Draft Regulation be
amended as follows:
"the data subject shall have the right to withdraw his or her consent at any time.
The withdrawal of consent shall not affect the lawfulness of processing based on
consent before its withdrawal or the lawfulness of processing to which at least one of
paragraphs (b) to ( f ) of Article 6(1) applies."

7.

Issues of legal uncertainty may also arise in the context of Article 26(4), Aiticle 26(4) of the Draft Regulation should be amended to read
which covers the situation in which a processor exceeds the instructions it " I f a processor processes personal data other than as instructed by the controller,
has received from a data controller to process personal data (section 6 of the processor shall be considered to be a controller i n respect of that processing
and shall be subject to the rules on joint controllers laid down in Article 24."
the FMLC Paper).
The broad nature of the prohibition of profiling and the exceptions thereto
give rise to particular issues for the insurance industry (section 7 of the
FMLC Paper).

8.

It is suggested that Article 20 of the Draft Regulation is amended to read as
follows:
"Article 20
Measures based on profiling
1

•L—Every natural personTfe data subject shall have the right not to be subject
to a decision evaluating personal aspects relating to him or her, which is based
solely on automated processing, including profiling, and measure which
produces legal effects concerning him or her. this natural person him or
her or significandy affects this natural person, and which is based solely
•rnlofirvrr +r-\
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health, personal preferences, reliability or behaviour
2. A data subject Subject to the other provisions of this Regulation, a person
may be subjected to a decision measure of the kmd- referred to in

N.B. this proposed amendment replicates suggestions made by the Council of Ministers' proposals of 30 June 2014, available here.
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paragraph 1 only i f it: the processing:
(a) is necessary for is carried out in the course of the entering into, or
performance of, a contract, where the request for the entering into or
the performance of the contract, lodged by the data subject, has been
satisfied or where suitable measures to safeguard the data subject's
legitimate interests have been adduced, such as the right to obtain
human intervention; between the data subject and a data controller, or
(b) is expressly authorized by a Union or Member State law to which tlie
controller is subject and which also lays down suitable measures to
safeguard the data subject's legitimate interests; or
(c) is based on the data subject's explicit consent, subject to die
conditions laid down in Article 7 and to suitable safeguards.
3. In cases referred to in paragraph 1 the data controller shall implement suitable
measures to safeguard the data subject's rights and freedoms and legitimate
interests, such as the right to obtain human intervention on the part of the
controller, to express his or her point of view and to contest the decision.
Automated processing of personal data intended to evaluate certain
personal aspects relating to a natural person shall not be based solely on
the special categories of personal data referred to in Article 9.
4. Decisions I n the cases referred to in paragraph 2 shall not be based on special
categories ofpersonal data referred to in Article 9(1), unless points (a) or (g) of
Article 9(2) apply and suitable measures to safeguard the data subject's legitimate
interests are in place. , the infonnation to be provided by the controller
under Article 14 shall include information as to the existence of
processing for a measure of the kind referred to in paragraph 1 and the
envisaged effects of such processing on the data subject.
§-.—The Commission shall be empowered to adopt delegated acts in
accordance with Article 86 for the purpose of further specifying the
criteria and conditions for suitable measures to safeguard the data
subject's legitimate interests referred to in paragraph 2."

9.

I n the appointment of Data Protection Officers under Article 35(5) It is suggested that Article 35(5) of the Draft Regulation be amended either to
uncertainty arises w i t h regard to the precise nature and scope of legal read:
expertise that a data protection officer must possess (section 9 of the "The controller or processor shall designate the data protection officer on the
basis of professional qualities and, in particular, expert knowledge of data
FMLC Paper).
protection law and practices and abihty to fulfil the tasks referred to in Article
37. The necessary level of expert knowledge shall be determined i n particular
according to die data processing carried out and the protection requhed for the
4

personal data processed by the controller or the processor."
Or
"The controller or processor shall designate the data protection officer on the
basis of professional qualities and, i n particular, expert appropriate knowledge of
data protection law and practices and abihty to fulfil the tasks referred to i n
Article 37. The necessary level of expert knowledge shall be detemiined i n
particular according to the data processing carried out and the protection
required for the personal data processed by the controller or the processor."
ISSUES R A I S E D JN T H E F M L C ' S L E T T E R O N T H E E U D A T A P R O T E C T I O N R E F O R M PROPOSALS

10.

Issues of legal uncertainty arising under Recital 79 of the Draft
Regulation:
1. the relationship between the preamble and Chapter V of the proposed
Regulation; and
2. the scope of die preamble, in particular with regard to international
agreements between non-sovereign official sector entities.

It is proposed that Article 44 of the Draft Regulation is amended as follows:
" 1 . I n the absence of an adequacy decision [...]
(d) the transfer is necessary for public security or other important grounds of
public interest.[...]
5. The public interest referred to in point (d) of paragraph 1 must be recognised
in Union law or in the Law of the Member State to which die controller is
subject or set out in agreements or memoranda between public authorities in
Member States or between such authorities and public authorities established in
third countries"
Additionally, a Recital 87 should be added to the Draft Regulation, to read:
"In particular, important grounds of public interest may be set out or recognised in
agreements or memoranda between public authorities in Member States or between such
authorities and public authorities established in third countries."

11.

Issues arising in the context of the Right to be Forgotten:
The plain meaning of Articles 17(1) and 21 of the Draft Regulation is
unclear, and the legal uncertainty resulting is exacerbated by overlap
between these Articles (and section 7 of the F M L C Paper).

It is suggested that Article 17 of the Draft Regulation is amended to include a
new paragraph 1(a) to read:
"Tliis right applies unless the data controller demonstrates compelling legitimate grounds
that override the fundamental rights or interests ofthe data subject"
Article 21 of the Draft Regulation should be amended to read as follows:
"/. The grounds referred to in Article 17(l)(a) and 19(1) above are that the processing of
data is necessary to safeguard:
(a) public security;
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(b) the prevention, investigation, detection and prosecution of criminal offences;
(c) other public interests of the Union or of a Member State, in particular an
important economic or financial interest of the Union or of a Member State,
including monetary, budgetary and taxation matters and the protection of
market stability and integrity;
(d) the prevention, investigation, detection and prosecution of breaches of ethics
for regulated professions;
(e) a monitoring, inspection or regulatoryJunction connected, even occasionally, with
the exercise of official authority in cases referred to in (a), (b), (c) and (d);
( f j the protection ofthe data subject or the rights andfreedoms ofothers.
4T2 Union or Member State law may restrict or further restrict by way of a
legislative measure the scope of the obligations and rights provided for in
points (a) to (e) of Article 5 and Articles 11 to 16, 18, 20 26 and Article 32,
when such a restriction constitutes a necessary and proportionate measure
in a democratic society to safeguards the proposed measures listed in paragraph
(1) above,
(a)public security;
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for regulated professions;
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( f ) the protection ofthe data subject or the rights andfreedoms ofothers.
Issues arising in the context of the interaction of the Proposals with Resolved by the amendments proposed i n point 10 above.
Investigative Powers in Non-EU Jurisdictions.
6

ItflU

(£*/;

