
14 October 2015 A N l d ^ L 

Mr Bruno Gencarelli p K ^ 
Directorate General for Justice M ^ 
European Commission A^»y 
B-1049 Brussels, Belgium L A -r T E ^ 

Dear Mr Gencarelli 

FINANCIAL MARKETS L A W COMMITTEE—ISSUES O F L E G A L 
U N C E R T A I N T Y ARISING IN T H E C O N T E X T OF E U DATA PROTECTION 
R E F O R M PROPOSALS 

The role of the Financial Markets Law Committee (the "FMLC" or the "Committee") is to 

identify issues of legal uncertainty, or misunderstanding, present and future, in the 
framework of the wholesale financial markets which might give rise to material risks, and to 
consider how such issues should be addressed. 

The FMLC has taken an active interest in the European Commission's proposed Regulation 

(the "Proposed Regulation") and Directive (the "Proposed Directive")1 (collectively, "the 
Proposals") on the protection of data and has published four letters and a paper, all of 
which are attached hereto. In June 2015, a General Approach to the proposed Regulation 
(the "General Approach") was agreed and published and the FMLC takes this opportunity 
to respond to this new development.2 

The paragraphs below consider the General Approach and explain whether, and to what 
extent, the issues of legal uncertainty previously raised by the FMLC have been addressed. 
The Committee is pleased to note that many of the uncertainties which it identified have 
been ameliorated, in part or in whole, by amendments to the Proposals. Notwithstanding 
this, the FMLC has identified certain persistent issues of legal uncertainty. 

Withdrawal of consent 

The FMLC previously observed that uncertainty arises as a result of a data subject's right 
under Article 7(3) of the Proposed Regulation (and now of the General Approach) to 
withdraw consent for the processing of data.3 The FMLC pointed out that, under die 
Proposed Regulation, it was unclear whether contracts which prohibit die withdrawal of die 
data subject's consent during the term of the contract are compatible with this Article of the 
Proposed Regulation.4 A t a recent meeting, a representative of D G Justice clarified diat, as 
the provision is intended to take effect, the legitimacy of any processing of data before 
withdrawal of consent would not be affected by subsequent withdrawal. The Committee 

welcomes this clarification and this opportunity to place it on the record. The issue 

The proposal for a Regulation: COM(2012) 11 final; 2012/0011 (COD) and the proposal for a Directive: 
COM(2012) 10 final; 2012/0010 (COD). 

http://data.consilium.europa.eu/doc/document/ST-9788-2015-INrr/en/pdf: 
http://data.consilium.europa.eu/doc/document/ST-9565-2015-rNIT/en/pdf. 

Financial Markets Law Committee "Discussion of legal uncertainties arising in the area o f E U Data 
Protection Reforms", October 2014, page 10, available at: 
h t to: / /vmw,fmlc,org/uploads/2/6/5/8/26584807/fmlc paper discussing issues of legal uncertainty arisi  
ng in the context of european data protection reform proposals.pdf. 
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remains, however, as to the position where there is a contractual undertaking in existence p lN^ 
which establishes consent for the purposes of data processing and, yet, the data subject A R ^ 
purports unilaterally to withdraw consent (as it may be, in breach of contract) under Article " 
7(3). The Committee would be grateful for confirmation that data processing is permitted L - A ^ 

co during the period covered by the formal contractual consent in these circumstances. I f that 
is not the case, the Committee would be grateful for confirmation that data processing is 
nevertheless still permitted i f it remains necessary for the performance of die contract. 

Requirement for expert knowledge 

The FMLC has previously remarked that legal uncertainty arises in the context of the 
Proposals' requirement for the appointment of data protection officers ("DPOs").5 A t a 

recent meeting, a representative of D G Justice explained that it is not the intention of 
policy-makers to require "expert knowledge" on the part of the DPO in respect of all 

applicable local data protection laws and tiiat the test envisaged by the Proposals is of a 
relative nature, dependent, inter alia, on an organisation's size and die nature of the 
processing at hand. The FMLC is grateful for this clarification and for this opportunity to 
place it on the record. The Committee notes, however, that the language of "expert 

knowledge" remains in Article 35(5) of the General Approach and that additional language 
set out in die Proposed Regulation, relating the level of expert knowledge to the level of 
protection required, has been removed. This suggests that the relative nature of the 
knowledge requirement has been made less, not more, explicit. This continues to be an 
issue of concern to the Committee. 

Compliance with regulatory roles 

The FMLC previously noted diat the Proposals failed sufficiendy to recognise the 
legitimacy of data processing carried out for the purpose of complying with regulatory rules. 
The FMLC's comments focused on Article 6(1 )(c) of the Proposed Regulation which 
establishes the lawfulness of processing "for compliance with a legal obligation" (emphasis 

added). The introduction of Recital 31a of the General Approach is a welcome addition in 
this regard: 

Wherever this Regulation refers to a legal basis or a legislative 
measure, this does not necessarily require a legislative act adopted by a 

parliament, widiout prejudice to requirements pursuant the 

constitutional order of the Member State concerned, however such 

legal basis or legislative measure should be clear and precise and its 

application foreseeable for those subject to it as required by the case 

law of the Court of Justice of die European Union and the 
European Court on Human Rights. (Emphasis added.) 

Given that the recital does not touch direcdy on die meaning of "legal obligation", however, 

the Committee considers that yet greater clarity would be achieved by introducing a 
definition of "legal obligation" in Article 4 so as to include, inter alia, regulatory obligations 

with a basis in law. I would refer you to the FMLC's previous publications on diis point.6 

Financial Markets Law Committee "Discussion o f legal uncertainties arising in the area o f E U Data 

Protection Reforms", supra n. 3, at pg. 15. 
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Data Sharing Agreements 

In a letter to D G Justice dated 8 July 2014, the FMLC raised the issue of international data 
sharing agreements between national regulators. In this regard, the Committee is pleased to 
note the additional text included in Recital 79 (relating to international agreements concluded by 

Member States) and in Recital 83 (relating to transfers carried out by public authorities) of the 
General Approach. 

It would be helpful to clarify whedier diese Recitals are intended merely to provide a basis 
for compliance with the restrictions in Chapter V or are intended to provide a general basis 
for transfers to authorities in third countries. 

Definitions 

No definition has been introduced in the General Approach for "public authorities" and 
"competent authorities". A definition of "competent authorities" is given in die Proposed 
Directive but—in accordance widi the focus of die measure—it relates principally to die 
investigation and prevention of crime. The FMLC would, in keeping with its earlier 
comments, recommend incorporating a definition of each term in die Proposed Regulation. 

Right to be forgotten 

In the 8 July 2014 letter to D G Justice referred to above, die FMLC expressed concern 
about the interrelationship of Article 17 (Right to erasure and "to be forgotten") and Article 21 
(Restrictions) of the Proposed Regulation. In particular, the Committee said that there was 

"unresolved overlap" between restrictions on the right to be forgotten listed in Article 17(3) 
and the restrictions set out in Article 21, which govern Member States' right to modify the 

rights of the data subject. The General Approach has introduced new language into Article 
17(3) and the restrictions on the right to be forgotten which are set out in that provision have 
shifted accordingly but the "unresolved overlap" to which the FMLC has previously drawn 
attention has not been resolved. The Committee would welcome clarification as to how 
these provisions are intended to work together and, in particular, whether the reference to 

"processing [necessary] for compliance with.. . Union or Member State Law" in Article 
17(3)(b) is intended to implement a safeguard with respect to any processing undertaken in 

accordance widi requirements laid down by Member States' Laws or only that processing 
which is in accordance with laws compliant with Article 21. 

I and Members of the Committee would be delighted to meet you to discuss the issues 
raised in this letter. Please do not hesitate to contact me to anange such a meeting or should 
you require further information or assistance. 

Yours sincerely, 

Joanna Perkins 

FMLC Chief Executive 
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